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Unfortunately, majority of the routing protocols in
wireless sensor network is witnessed for declined
performance at the time of communicating with large scale
of misbehaving nodes, which definitely sustains the course
of route exploration but also disrupt the course of data
rendering the routing protocol to resume again the route
exploration procedure or to chose an unconventional route
in case it is available. Moreover the newly opted route has
the feasibility of possessing a few malicious nodes, resulting
in failure of new route too. The fundamental issue with
frequently used routing protocols is that they rely all mobile
nodes of network and based on the assumption that nodes
will behave or cooperate properly but there might be a
condition where some nodes are not behaving properly.
Majority of the adhoc network routing protocols becomes
inefficient and shows reduced performance while mitigating
with big number of misbehaving nodes. Such set of
misbehaving nodes support the flow of route discovery
traffic but interrupt the data flow, causing the routing
protocol to restart the route-discovery process or to select an
alternative route if one is available.
The proposed paper will present a framework for
mitigating majority of the types of routing attack using
probabilistic approach. The proposed system has large
dimension of testing conducted to check the efficiency of
routing protocol using AODV on majority of routing attack
in wireless sensor network. In Section II, we will discuss
about the previous research work in this area followed by
Section III highlights proposed system followed by
conclusion in section IV.

Abstract: The proposed system come up with an idea for
detecting various types of routing attacks in wireless sensor
network considering AODV protocol. Considering the previous
research work , system identifies the probability of the routing
attack over the dynamic topology of wireless sensor network
where it has assumed a faster propagation of the infection
towards the nodes. To ensure the success in mitigating the
attacks the proposed model make use of an adversary module
which works either on node attack or link or route attack
form. The proposed is different from existing one because it
tries to cover all types of attacks. The system make use of
probabilistic approach for modelling the routing attack
scenario over WSN. The uniqueness is that majority of the
prior research work has focused on one type of routing attack,
whereas the proposed system is making use of one or more type
of sequential attacks. The simulation results show highly
contrastive result when compared with frequently used current

algorithm for mitigating routing attacks.
Index Terms - Routing Attack, Wireless Sensor Network,
Security, AODV, Probabilistic approach
I.

INTRODUCTION

Constant research has been done in wireless sensor
network for security issues which normally consists of
independent wireless sensor nodes which group together to
form a momentary wireless network without any assistance
of any centralized management or fixed infrastructure.
Routing protocols are normally required for maintaining
efficient transmission among the mobile nodes by exploring
the network topology, which in this case is always dynamic.
It also designs a route for pushing the data packets and also
manages the routes among the pair of mobile nodes. One of
the fundamental problem with majority of the routing
protocol is that the routing protocol relies on all the mobile
nodes present in the network and depending on the situation
that these mobile nodes will perform or collaborate
appropriately; but there is a higher feasibility of
circumstances where certain specific set of nodes may not
behave appropriately giving rise to suspicious factor.

II.

RELATED WORK

Considering the dynamic mobility of wireless sensor
network we have studied previous research work which
focuses on security issues in Mobile Ad-hoc Networks. So
in this section we will consider the work done in MANET
and its respecting routing protocol. MANET is very much
popular due to the fact that these networks are dynamic,
infrastructure less and scalable. Despite the fact of
popularity of MANET, these networks are very much
exposed to attacks [9, 23].
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Wireless links also makes the MANET more
susceptible to attacks which make it easier for the attacker to
go inside the network and get access to the ongoing
communication [9, 21]. Different kinds of attacks have been
analyzed in MANET and their affect on the network. Attack
such as gray hole, where the attacker node behaves
maliciously for the time until the packets are dropped and
then switch to their normal behavior [14]. MANETs routing
protocols are also being exploited by the attackers in the
form of flooding attack, which is done by the attacker either
by using RREQ or data flooding [16]. In any network, the
sender wants its data to be sent as soon as possible in a
secure and fast way, many attackers advertise themselves to
have the shortest and high bandwidth available for the
transmission such as in wormhole attack, and the attacker
gets themselves in strong strategic location in the network.
They make the use of their location i.e. they have shortest
path between the nodes [12, 17].
One of the most arising issues in MANET is the limited
battery, attackers take an advantage of this flaw and tries to
keep the nodes awake until all its energy is lost and the node
go into permanent sleep [18]. Many other attacks MANET
such as jellyfish attack, modification attack, misrouting
attack and Routing Table Overflow have been studied and
exposed [19, 13, 20]. In black hole attack, a malicious node
uses its routing protocol in order to advertise itself for
having the shortest path to the destination node or to the
packet it wants to intercept. This hostile node advertises its
availability of fresh routes irrespective of checking its
routing table. In this way attacker node will always have the
availability in replying to the route request and thus
intercept the data packet and retain it [21, 22].
This paper focuses on the study the impact of Black Hole
attack in MANET using both Reactive and Proactive
protocols and to compare the vulnerability of both these
protocols against the attack. So this section will consider all
the work done towards securitizing mobile adhoc network
and its respective routing protocol. Recently, numerous
approaches have been proposed to deal with the node noncooperation problem in wireless networks. They generally
can be classified into two main categories: reputation
systems and price-based systems. We use a monitoring and
reputation system [2] as the basic setting for regular nodes.
Many related works also use reputation systems [3]–[5] and
a game theory model [6] to analyze the problem. Some
recent works have studied the incentives for malicious nodes
and modeled their behavior more rationally. In [7], Liu et al.
present a general incentive-based method to model the
attackers’ intents, objectives, and strategies. In [8],

Theodorakopoulos and Baras further study the payoff of
the malicious nodes and identify the influence of the
network topology. However, the good nodes’ behavior in [9]
is simple, and it fails to consider the possibility that an
attacker might choose different attack frequencies toward
different opponents.
The security problem and the misbehaviour problem of
wireless networks including MANETs have been studied by
many researchers e.g. [9], [10], [11], [12].Various
techniques have been proposed to prevent selfishness in
MANETs. These schemes can be broadly classified into two
categories: credit-based schemes and reputation based
schemes. The basic idea of credit-based schemes is to
provide incentives for nodes to faithfully perform
networking functions. Nodes get paid for providing services
to other nodes. When they request other nodes to help them
for packet forwarding, they use the same payment system to
pay for such services.
Depending of the patterns of the intrusion, attacks
towards mobile adhoc network can be categorized into
active or passive attack. Not only this, the attacks can be
also further classified into internal or external attack. In
association with the victim node, the attack can be again
classified into routing packet or data packet attacks. In case
of routing packet attack, the malicious node resist existing
routes[13], [14], [15], [16] from being utilized and also it
spoofs other non-existing routes for alluring data packets
[17], [18], [19], [20] to be forwarded to them.
Although there are number of research conducted in past
[21], [22], [23], [24], [25] for analyzing routing attacks on
mobile adhoc network. Important routing attacks are
fabrication, blackhole, and alteration of various fields in
routing packets e.g. RREQ, RREP, RERR message, etc.
Research work conducted in [26], [27], [28] discusses about
some mitigating techniques for safeguarding the routing
protocols in mobile adhoc network. Although these set of
research work can successfully resist illegitimate nodes
from participating the network, but unfortunately, it was
found to increase the significant network overhead with
respect to key exchange as well as authentication with
restricted intrusion eradication.
The resistance based approach are also found less
efficient for mitigation from malicious intruders who
already have the confidential information for rendering
communication by themselves in the mobile adhoc network.
The prior research work has also seen the introduction of
Intrusion Detection System for mobile adhoc network.
Unfortunately, due to the dynamic topology of mobile
adhoc network, majority of such research work are modeled
to be scattered and possesses cooperative data-structure.
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B. Cryptographic Model:

Specification-based approaches, for example DEMEM
[29], C. Tseng et al. [30] and M. Wang et al. [31], monitor
network activities and compare them with known attack
features, which are impractical to cope with new attacks. A
completely new work done in same field called as Intrusion
Response System in mobile adhoc network has being
discussed in [32] which detaches the malicious node, once
identified, depending on their reputation system.
Unfortunately, the work fails to be at par with efficient IDS
system.
III.

The module will be responsible for maintaining security
of the packets by assigning cryptographic keys. The model
considers Skey as group of symmetric security keys and Pkey
be equivalent group of public keys. If i be node number
considered than i ϵ N, which is allocated with S’key such that
S’key  Skey and also public tag substitution key P’key 
Pkey. The common set of the keys shared among i and j as
Skey(i, j) = Skey(i)∩Skey(j), which is the criteria for permitting
transmission of packets between i and j when Skey(i, j) ≠ 0. The
representation is as shown in Fig.1. It is also considered that
the model will use Skey(i, j) shared keys completely in order to
protect the specified route (i, j). Therefore, the proposed
model should have some common keys in Skey(i, j) for secure
communication in specified route. Not only this, the model
will also consider the computation of Pkey(i, j) as Pkey(i)∩Pkey(j)
for the purpose of estimating the group of shared key Skey(i, j) .

PROPOSED SYSTEM

Skey(i)

The proposed system can be classified into following
modules e.g. network model, cryptographic model, attacker
model.
A. Network Model:

Skey(i, j)

The proposed system presents a framework for
contrastive analyzation of routing protocols where the
routing attacks can be determined. Majority of the prior
research work has focused on building either a mathematical
model or any analytical model considering one of the type of
routing attack in wireless sensor network. The problem with
such approach is that it can better thwart for one of the
routing attack while become inefficient for other types of
routing attack. So, due to this research gap, the proposed
system has focused on designing a hybrid framework which
can model almost all types of routing attack in wireless
sensor network thereby acting as an effective solution for
identifying the sectors of routes which are compromised or
about to be compromised.

Skey(j)

S key ( i , j )  0

The current work of mechanizing the security in routing
protocol is designed considering group of nodes N and routes
R, which can be represented mathematically as G={N, R}as
directed graph. The route R is completely dependent on
factors like current position of node, relationship, and
charecteristics of the mobile nodes, medium of
communication, and MAC layer. The dispatcher and
destined nodes can be depicted as D and d, which is
constructed depending on decision taken by routing protocol.
One or multiple routes will be designed considering set of
sequential R for a given set of dispatcher node D and
destined node d. Cumulative route CRD,d is designed for all
the links considered from D to d. Let Ft signifies the part of
the travel from D to d such that it travels the path t ϵ CRDd.
The cumulative route CRDd can be depicted as route subgraph GDd of G possessing mobile nodes and directed graph
travelled by atleast one of the routes t ϵ CRDd. The routing
protocol using AODV is designed based on segregating the
spatial factors depending on packets forwarded along the
diversified routes. The consideration is made for both single
and multi-paths.

Fig.1. Set Representation of Cryptographic assumption
The category of public tag substitution design will
posses any rule which facilitates required data from any other
mobile nodes j ϵ N in order to evaluate group of Pkey. as
public broadcast mechanism. The security of the design of
the routing protocol starts from this phase a rule is designed
to provide dual layer of security for any message being
communicated.
This module is created to show that our attacker
module is a stronger module to decrypt even this security
layer, thereby assist the framework to catch hold of the
attacker by determining the infected routes till that instant.
This dual layer of security will facilitate data for node j for
only estimating Pkey(i, j) with respect to node i without
furnishing any information to other node j.
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C. Adversarial Model:
Our previous work has already focused on the modelling
the behaviour of the attacker node for preventing the
decamping mechanism. The uniqueness part of the proposed
system is the design of this attacker module where we are
considering that this module is extremely strong enough to
decrypt any of the information transacted between any
authorized mobile nodes by invoking any types of routing
attack. The main intention of this module is to intrude or
initiate any of the routing attack along with infection spread
from dispatcher node D to destined node d with minimum
cost of attack. But this time the attacked module is enhance
with additional capability by which they can attach an unit
cost in resource expenditure needed to initiate an attack. As
in wireless sensor network, normally there is no digital
certificate authentication among the nodes so, we also
consider that this module will attempt to give rise to all
issues like route disruption, node isolation, and resource
consumption in the defined scenario of the wireless sensor
network and they perform all this by extracting the secure
keys from the authorized nodes. The model also assumed to
posses all the route information GDd using our previous
model.

The proposed model will estimate the impact of routing
attack on the designed security routing protocol considering
specified cumulative route CRDd with the initiation of attack
on group of nodes Anodes  N. Let us consider Skey(comp) as
group of keys being corrupted by the attacker module, which
will mean that any packets transmitted through CRDd which
was already encrypted with Skey(i) or Skey(j) will definitely get
compromised by the malicious nodes present within that
route. The considered route (i, j) or (D, d) ϵ Pkey is attacked if
and only if Skey(i, j)  Skey(comp). and let Pkey(comp) represents all
the attacked routes. Therefore the design of attack on
complete route from dispatcher node D to destined node d
will represent that any message being communicated using
the specified route will definitely get corrupted by the Anode.
Not only this, the design of the proposed routing protocol
also considers the route susceptibility for routing attack when
it comes under any of the following criteria:

The proposed system uses the greedy heuristic
approach for identifying the probability of attack on WSN.
Below given is the proposed algorithm used to detect the
attack and it’s vulnerability.
Algorithm: To Identify the node capture as well as routing
attack in a given WSN scenario



SDd(ϕ) = 0, which means there is no attack if there is
no routes from Dispatcher node D to destined node
d.



SDd(Anodes) = 1 , which means that CRDd is only
attacked when there is presence of atleast 1 Anodes.



0 < SDd(Anodes) < 1, which means the maximum and
minimum intensity of attack considering complete
route is not attacked but only a portion of it is
infected due to routing attack.
IV.

Input: Weight& cost of capturing node& link to next
hop node.

CONCLUSION

In this paper, we presented a mathematical model for
node capture attacks in wireless sensor networks. By
characterizing the cost of capturing each node and the
contribution of each node to the attack success, The
proposed paper has examined the issues in designing new
efficient and secure routing protocol considering all the
routing attack susceptibility parameter in order to enhance
the efficiency of the proposed protocol using AODV. A
mathematical model is design with algorithm for estimating
the impact of majority of the routing attack on wireless
sensor network using probabilistic approach using greedy
heuristic algorithm. The system finds the successive impact
of node and then the route infection. Majority of the
implementation done by enhancing cryptographic approach
is considered to increase the network overhead which results
in poor performance in the network.

Output: Node and route infected.
Steps:
1 Given : mobile node parameters
2 Initialize : maximum hop distance
3 Calculate: neighborhood area.
Size(neigh)= {(No. of Nodes) .(π).(Radio Range)2}/
Deployment-Area
4 Design network module
5 Design Cryptographic module
6 Design adversarial module
7 Switch Case (Route Susceptibility):
8 sSkey(i, j) ≠ 0
9 SDd(ϕ) = 0
10 SDd(Anodes) = 1
110 < SDd(Anodes) < 1
12 Estimate current values of all parameters.
13 Based on value of estimated cost calculate the value of
overall infected link and route cost
14 End
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